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Copyright
© 2001-2020 Intercede Limited. All rights reserved.

Information in this document is subject to change without notice. The software
described in this document is furnished exclusively under a restricted license or
non-disclosure agreement. Copies of software supplied by Intercede Limited may not be
used resold or disclosed to third parties or used for any commercial purpose without
written authorization from Intercede Limited and will perpetually remain the property of
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© 1994-2000 DUNDAS SOFTWARE LTD., all rights reserved.

No part of this publication may be reproduced, stored in a retrieval system or
transmitted in any form or any means electronic or mechanical, including photocopying
and recording for any purpose other than the purchaser's personal use without the
written permission of Intercede Limited.

Whilst Intercede Limited has made every effort in the preparation of this manual to
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delivered without warranty, either express or implied. Intercede Limited will not be held
liable for any damages caused, or alleged to be caused, either directly or indirectly by
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Licenses and Trademarks
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Conventions Used in this Document

Lists:

+  Numbered lists are used to show the steps involved in completing a task when
the order is important

+  Bulleted lists are used when the order is unimportant or to show alternatives

Bold is used for menu items and for labels.
For example:
+ “Record a valid email address in ‘From’ email address”

+  Select Save from the File menu

Italic is used for emphasis and to indicate references to other sections within the
current document:

For example:
+  “Copy the file before starting the installation”

+  “See Issuing a Card for further information”

Bold and italic are used to identify the titles of other documents.
For example: “See the Release Notes for further information.”

Unless otherwise explicitly stated, all referenced documentation is available on the
installation media.

A fixed width font is used where the identification of spaces is important,
including filenames, example SQL queries and any entries made directly into
configuration files or the database.

Notes are used to provide further information, including any prerequisites or
configuration additional to the standard specifications.

For example:

Note: This issue only occurs if updating from a previous version.

Warnings are used to indicate where failure to follow a particular instruction may
result in either loss of data or the need to manually configure elements of the
system.

For example:

Warning:

You must take a backup of your database before making any changes to it.
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1 Introduction

This document provides a step-by-step guide to the configuration of MyID® to integrate
with an nCipher nShield Hardware Security Module (HSM).

Note: If you have an existing installation of MyID and intend to change the HSM used
with it, or want to migrate MyID database keys from the server registry or smart card to
an HSM, contact Intercede customer support for further information quoting reference
SUP-41.

1.1 Supported nShield HSM models
nShield HSMs have two main types:

=  Acceleration-only modules — (nFast series) these modules provide cryptographic
acceleration only, and do not allow sensitive key data to be managed within the
HSM. This type of module is typically used as an SSL accelerator, and may
therefore improve IIS performance, but will not provide benefits to MyID itself.

= Key-management modules — (nShield series) these modules in addition to
providing cryptographic acceleration, are able to store sensitive key data internally,
providing assurance that these keys are more secure than if they were stored
within the computer. It is this type of HSM that this document is relating to.

nShield HSMs are available as internal PCI card, an external SCSI device, or a network
connected device that can support multiple clients (netHSM). All of these form factors
are supported by MyID, but the details of installing and configuring the HSM may differ
depending on the type of HSM used.

MyID supports the following nShield HSM models:
= nShield Connect
= nShield Solo

Each model is available in different performance variants. All variants are supported;
however, for production use, you are recommended to use the variants with the highest
performance rating.

MyID has been tested with the nShield Connect 500+.

Note: The nShield Edge USB version of the HSM is compatible with MyID, but is not
supported due to the low performance rating; it is not suitable for production
environments.

1.2 Hardware and software requirements

The Installation and Configuration document contains details of the hardware and
software required to support MyID. Any late changes to these requirements are
provided in the Release Notes.

Refer to your nShield HSM documentation for recommendations of the hardware and
software needed for the nShield HSM.

Intercede recommends the use of nShield support software version 12.40.2 — this
version of nShield software has been used to perform internal testing.

1.3 SHA256 support
MyID has been tested using SHA256 for the PIV server hash algorithm.
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Limitations

Currently, you can not import or export AES192 keys encrypted by an AES transport
key, or 3DES keys encrypted by an AES transport key. This is an issue with nShield
firmware and will be addressed in a future firmware release.

As a workaround, for 3DES keys use another 3DES key as the transport key. For
AES192 keys, either import into software rather than the HSM, or if possible use
AES256 keys.

Multiple HSMs

MyID manages a connection to a single HSM. If you have more than one HSM set up
for failover purposes, your HSM administrator must ensure that the data is synchronized
between each HSM.

HSM Test Utility

A utility is provided with MyID to help confirm configuration with Hardware Security
Modules (HSMs). This tool mimics the PKCS#11 transactions used by MyID and will
exercise all functions of the HSM that MyID requires. You can use this utility to test
cryptographic performance on the system; for example, to determine the optimum
number of threads (concurrent operations) to achieve the best scalability for a given
HSM.

You can find this utility in the \Support Tools\HSM Integration\ folder on the MylD
product media.

To set the number of HSM concurrent sessions, see the HSM concurrency section in
the Installation and Configuration Guide. This section also contains information on
how to configure the number of retries for failed operations.

Change history

Version Description

INT1970-01 Released with MyID 11.0.

INT1970-02 Released with MyID 11.1.

INT1970-03 Released with MyID 11.2.

INT1970-04 Released with MyID 11.3.

INT1970-05 Released with MyID 11.4.

INT1970-06 Released with MyID 11.5.
Renamed to nCipher nShield HSM Integration Guide — previously
known as the Thales nShield HSM Integration Guide.

INT1970-07 Released with MyID 11.6.
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Pre-Installation Requirements

Install HSM hardware and software

Follow the instructions that come with the nShield hardware to install the hardware and
the software. The exact details of hardware installation will differ depending on the exact
model of HSM.

The nShield support software must be installed on the MylD® application server.

Security Assurance Mechanism

If you enable the Security Assurance Mechanism, the HSM will disable any keys that
were not generated on the HSM after 48 hours — this means that any factory keys that
you import onto the HSM will be disabled.

When you install the nShield client software on the MyID application server, you are
asked whether you want to enable the Security Assurance Mechanism. For MyID to
operate correctly with the HSM, choose No.

Warning:

If you do not select No when prompted for the Security Assurance Mechanism, any
imported factory keys expire after 48 hours.

nCipher Support Software Setup 5'
nCipher PKCS5#11 i
Configure PECSH11T Secunity Azzurance Mechanism @ C I P H E R

*Yiou are about to configure the Security Azsuance Mechanizm [SAM)
far the nCipher PKCSH17 librany.

-Select "Na" to disable the Security Assurance Mechanism.
- Select "es' [default) to enable the Securty Azsurance Mechanizm.

ou may reconfigure the Security Assurance Mechanizm at any time

by editing the cknfastre file found in the nCipher installation directory.
Flease see the user guide for more information on the Security Assurance
Mechanizm and available configuration aptions.

€ Yes  [defaul]to enable the Securty Azsurance Mechanism

[of [ dizable the Security Azsurance Mechanism.

TrystallShisld | < Back ! ! Hest I ! Cancel |

If you have enabled the Security Assurance Mechanism, you must disable it.
To disable the Security Assurance Mechanism:
1. Open the cknfastrc file in the nfast directory.

The CKNFAST OVERRIDE SECURITY ASSURANCES setting determines whether the
Security Assurance Mechanism is enabled or not.

If the Security Assurance Mechanism is enabled, cknfastrc will contain the line:
CKNFAST OVERRIDE SECURITY ASSURANCES=none

2. To disable the Security Assurance Mechanism, change this line to:
CKNFAST_OVERRIDE_SECURITY_ASSURZ—\NCES:all
Save the cknfastrc file.

4. Restart the MyID KeyServer.
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Initialize the security world

The nShield HSMs implement a ‘security world’ — a set of rules that determine what
operations can be performed on sensitive key data, and by whom. To initialize the
security world the HSM must be re-initialized — when this is done, any old data that was
previously encrypted under the old security world will be lost.

If the HSM is a netHSM, the security world should be set up using the menu system of
the HSM itself. A PCIl or SCSI HSM uses nShield’s KeySafe program to initialize the
security world.

During the initialization of the security world you will be prompted to decide whether to
initialize the HSM in FIPS140-2 level 2 or level 3. Once the HSM has been initialized,

you cannot change the FIPS140-2 mode between level 2 and level 3 — therefore, you

must set this to the FIPS140-2 mode required when initializing the security world.

Some installations (for example, US government) may have a regulatory requirement to
run the HSM in FIPS140-2 level 3 mode. The choice to run the HSM in FIPS140-2 level
3 is generally driven by regulatory compliance requirements.

A netHSM is capable of supporting many clients; if you are using a netHSM it is
possible that the security world has already been initialized and that the HSM is already
servicing existing applications or servers. In this case you would not want to re-initialize
the security world since this would impact the existing applications.

What is FIPS140-27?

FIPS140-2 is an accreditation that provides assurance that a security device fulfils a set
of requirements. A FIPS140-2 validated HSM both provides assurance of high security,
and also regulatory requirement. It is possible that for certain applications adherence to
a particular level of FIPS140-2 is a requirement.

FIPS140-2 level 2

Provided a FIPS-140-2 validated version of the firmware is running on the HSM, nShield
HSM devices supported by MyID operate as a minimum in FIPS140-2 level 2 mode.
This security accreditation ensures that the device follows a very stringent set of rules —
that the device is physically secure and tamper-proof, that the rules which govern how
keys can be created and used are secure, and that the hardware and software itself is
well designed and robust.

FIPS140-2 level 3

This mode implements additional rules on top of FIPS140-2 level 2, such as stipulating
that no private key can be exported (while in level 2 it is possible to specify on creation
whether they can or cannot be exported), and requiring that additional administrator
cardset authorization is required to generate or import new keys.

As stated in the nShield user guide, the FIPS140-2 level 3 does not provide additional
security to the protection of the keys, but is instead intended to provide regulatory
compliance. In this mode, some operations such as key generation or key import may
require an additional ‘FIPS authorization’ to work. This means that an administrator or
operator cardset must have been used to authorize the operation. In the case of MyID
using module protected keys, this additional FIPS authorization can be performed
through the nCipher KeySafe utility by selecting an operation such as key generation
that prompts for a card to be inserted for FIPS authorization.
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Configure remote file system / client connectivity

Note: This step applies only to netHSM. If you are not using a netHSM please skip this
section.

The netHSM is capable of supporting multiple client computers at once. At least one of
these client computers will be the MyID application server.

One computer on the network is designated the ‘remote file system’, and is used to
store information used by the HSM. See the netHSM administrator guide that ships with
the nShield HSM for instructions on configuring this. The ‘Basic Software Setup’
document that ships with the netHSM summarizes the steps required to configure this.

Once the MyID application server has been configured to connect to the HSM, verify the
connectivity by running nShield's KeySafe program. Ensure that the module is listed,
and its State is described as Operational:Usable. If the KeySafe program cannot
communicate with the module, MyID will not be able to communicate with the module.

Note: You must have a 32-bit version of the Java Runtime Environment installed before
you can install KeySafe; the KeySafe installation does not recognize a 64-bit JRE.

Levels of security offered by nShield HSM

The nShield HSM allows for a range of levels of security to protect its keys. For each
key or application it is important to understand how best to protect the key.

Keys protected by module

In this configuration, the key is stored encrypted on the hard disk, encrypted by the
module key. The key may be used at any time by any application on the computer
hosting the HSM.

This configuration allows for maximum convenience, since applications using the key
are not reliant on the status of the HSM smartcard reader. This is the recommended
configuration for the MyID Application server.

If you have nCipher Load Sharing Mode enabled, the module slot will detect with a
serial number of ‘Load Balanced’.

Note: Load Sharing Mode is not enabled by default when the nShield software is
installed. Load Sharing Mode is a software configuration that is not related to the
initialization of the security world.

Keys protected by module and smartcard

In this configuration, the key is stored encrypted on the hard disk, encrypted by the
module key, and an (operator card-set) smartcard that is configured to not require
logon. The key may be used by any application on the computer hosting the HSM, but
the card must be in the card reader. In the event of a reboot of the MyID application
server, the operator card must be inserted into the HSM card reader.

Keys protected by module and smartcard with PIN

In this configuration, the key is stored encrypted on the hard disk, encrypted by the
module key, and an (operator card-set) smartcard that is configured to require logon.
The key may be used by any application on the computer hosting the HSM, but the card
must be in the card reader, and the application must provide the correct PIN to the
smartcard.

This configuration allows for maximum security, since user interaction is required to
make the key available to the application. However, since user interaction (for instance
after a reboot) is required, this may not be suitable if 24-7 availability is the prime goal.
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Auto-startup will not be possible, since the PIN must be provided to the Keyserver when
the server boots.

Keys protected by module and ‘softcard’

‘Softcard’ is a feature introduced in nShield software version 10 and later. A PIN is
required to authenticate to the HSM, but no smartcard is required.

Auto-startup will not be possible because the PIN must be provided to the Keyserver
when the server boots.

For ‘softcard’ protection to be used, the nShield software installed on the MyID
application server must have Load Sharing Mode enabled.

The role of the HSM card-reader

The nShield HSM has its own dedicated smartcard reader that plugs directly into the
HSM. This reader may hold a single operator card at any one time.

Since MyID is designed to be a server application servicing multiple client workstations
simultaneously it is important that it is not required that the card in the HSM card-reader
is required to be swapped at any point, since it is likely the MyID server will be locked
away in a server room, with the connecting clients having no access to the HSM card
reader.

It is important to decide what applications the HSM is to be used for before setting up
the system in order to plan for providing the appropriate level of protection to all keys.

Although the nShield hardware supports ‘k or n’ cardset protection — i.e. k out of a
possible n cards must be authenticated to in order to allow access to the key, MyID only
supports ‘1 on n’ cardsets — i.e. any one, out of a possible n cards must be
authenticated to in order to allow access to the key.

Ultimately it is vital that if operator card sets are used, only a single operator card set is
required for the operation of the entire MyID server, since it will not be possible to swap
operator card sets on the server.

Note: It is suggested that for MyID, ‘Module protection’ (i.e. cards not required) may be
the most suitable option, since this option is best for high availability, with automatic
recovery and startup after a reboot.

Module or Card-set to protect Keyserver database key

MyID uses a secret key to protect sensitive data in the database, this key is called the
Keyserver database key, and is managed by the nShield PKCS#11 library. This library
allows for a mixture of keys to be cardset protected, and other keys to be module
protected.

Module or Cardset to protect CSP keys

The nShield CSP is set as either cardset, or module protected at the point of
installation.

If the CSP is card-set protected, then it is important that a ‘1 of n’ card-set is used to
protect the CSP, where the cards do not have PIN protection. For the CSP to operate
one of the cards in the card-set must remain in the HSM card reader permanently. If the
CSP is card-set protected, and it is also intended that the Keyserver database key is to
be card-set protected, it is important that the same card-set is used to protect both sets
of keys, in order that no card swaps are required.

If the CSP is module protected, then the HSM card-reader will not be required for CSP
operation.
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Install nShield CSP

The nShield CSP is installed once the security world has been initialized via an icon on
the desktop.

Note: As MyID is a 32-bit application, you must run the 32-bit CSP Install Wizard.

Since the MyID server is designed to run as a background task with a minimum of
administrator intervention, it is important that card swaps are not required on the HSM
card-reader, and that no PIN prompts appear on the MyID Server. For this reason it is
recommended that:

If maximum availability is the prime goal, then module protection can be used
instead of card protection. In this scenario cards are not required to be present in
the HSM card-reader in order to access the keys.

If Card-Protection is used for the HSM CSP, then a ‘1 of n’ cardset is used with
cards that are not PIN protected. One of these cards would then sit permanently in
the HSM card-reader.

If Card-Protection is used for the HSM CSP and for the Keyserver database key
protection, then the same cardset is used to protect both the CSP and the
keyserver database key. This will guarantee that no card-swaps are required on
the HSM card-reader (which will be locked away in a server room).

The nShield CSP can be used for the following purposes:

Protection of the Microsoft CA private key

The Microsoft CA private key is used to sign every certificate, and CRL that is
issued by the CA. In order to increase confidence that bogus certificates are not
created, the CA private key can be stored within the hardware nShield CSP (as
opposed to the default Microsoft software CSP.)

This private key resides on the CA computer. In a distributed environment where
the CA is not hosted on the MylD COM server, a separate HSM would be required
(installed on the CA computer) to protect this key.

Note that the Certificate Services Components must be installed after installation of
the nShield CSP, so that the nShield CSP is available when configuring the
certificate services.

Protection of the Microsoft W2k3 CA Key Recovery Agent (KRA) private key

This key is used to decrypt users’ archived private keys. In order to enable private
key recovery for users’ certificates, a KRA certificate must be requested on the
MyID COM server to enable decryption of the recovered keys. By default the
Microsoft default (software) CSP is used to protect this private key. Additional
security can be added by generating this private key within the hardware nShield
CSP. In order to facilitate this, the certificate template that defines the KRA
certificate must be edited to allow the nShield CSP to be used for this type of
certificate (by default only the Microsoft Software CSPs are allowed for this
certificate type.) For further instruction on requesting the KRA certificate see the
Microsoft Windows CA Integration Guide, supplied with MyID.

This private key would reside in an HSM on the MyID Application Server (not the
CA computer).

Protection of any CSP protected X509 certificate’s private key

Any certificate that is requested for the nShield CSP will store the private key
securely within the HSM.

nCipher nShield HSM Integration Guide Page 11 of 20
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When you are creating the required certificates, if you are duplicating existing
certificates make sure of the following:

= Check all the settings. In particular, on the Issuance Requirements tab, make
sure that you set the Number of authorized signatures to 1, the Policy type
required in signature option to Application policy and the Application policy
option to Certificate Request Agent.

Using KSP instead of CSP

MyID can use the KSP instead of the CSP for server certificates. See the following
documents for details of setting up server certificates:

=  PIV Integration Guide (for PIV Content Signer Certificate)

=  Microsoft Windows CA Integration Guide (for Enroliment Agent and KRA
certificates)

=  Mobile Identity Management Installation and Configuration Guide (for mobile
badge layout content signer certificate)

=  Smart Card Integration Guide (for OPACITY signing certificate)

Note: You must configure the SafeNet KSP specifically for the MylD COM+ user
account if the SafeNet KSP is to be used when issuing the CVC Signing Certificate
for OPACITY.

»  Administration Guide (for SCEP signing certificate)

Copy nShield PKCS#11 driver into System directory

On 32-bit operating systems, copy the CknFast.DLL file from the Program
Files\nCipher\bin folder to the windows\System32 folder.

On 64-bit operating systems, copy the cknFast.DLL file from the Program Files
(x86) \nCipher\bin folder to the windows\Syswow64) folder.

If you do not carry out this step, you cannot use the HSM to initialize the Keyserver
database key within the GenMaster application.
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After Installing nShield

Check the NFAST_KMDATA environment variable

You must check the NFAST KMDATA environment variable for the location of the
expected security world files.

The default is:
C:\ProgramData\nCipher\Key Management Data
Note: programbata is a system protected hidden folder.

If you do not set this correctly, you see the following message in KeySafe:

Status:0Operational:foreign

Check the PKCS11 interface to the HSM

After you have installed KeySafe, you can run the following at the command line to
check the PKCS11 interface to the HSM:

cklist

If this operation works, the PKCS11 interface is operational and the HSM will be listed
as a master key option when you install MyID.

Initialize the Keyserver Database key as an HSM protected key

As described in the Installation and Configuration Guide, run the GenMaster
application to initialize the Keyserver database key.

These instructions highlight differences between standard (non HSM) GenMaster
operation, and GenMaster operation where the key is protected by the HSM.
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3.3.1 Card set protected

Follow this section to create an Operator card set if a Keyserver database key is to be
card set protected. If a suitable card-set has already been created then this section may
be skipped.

1.  Run the KeySafe application, which ships with the nShield hardware.

=101
Introcuction Keysafe e

Keys
P Card Operations
Madules From this panel you can perform operations that are associated with Operator Cards and Administrator Cards.

For operations on existing cards (for example, changing the pass phrase), click the ExamineiChange Card
buttan

L. In order to rernove an Operator Card Set from your security world, click the List OCS hutton, highlight the relevant
© Security World card, and click the Remove Card button. Ifthe physical card is available, it should also be erased.

#
. Examine/Change Card changefecover pass phrase or erase card
Create New OCS create & neww Operator Card Set
List OCS list the: Operator Card Sets in the security world
Replace OCS replace the Operator Card Set
Replace ACS replace the Administrator Card Set

a) Highlight the module in the tree view, and click Cards.
b) Click Create New OCS (Operator Card Set) on the main screen.
2. The Create Operator Card Set page is displayed.

N [ 4|
CIPHER
Intraduction Keysafe
Keys
P Create Operator Card Set
Modules Frorm this panel, vou can create a new Operatar Card Set (0CS)
Exit The newly created card set can then be used to protect a key or a set of keys. Different card sets can protect

different sets of keys.

Choose the parametsrs far the Operator Card Set. The total number of cards in the Operatar Card Set cannot
exceed 64, and the number of cards required for access must be less than or equal to the total number of cards
Ifyou choose to get a timeout this value cannot be areater than a year {.e. 366*24*3600 secands)

Enter Operator Card Set name: Iedeficel

Ensble pass phrase recovery for this card set? @ ez Mo
Pertiit this card 2ot to be used remotehy? @ ez Mo
D0 you wart the card set to be persistent? @ ez Mo

D0 you vwart to et & timeout? ez Mo

Timeout in seconcks:

Enter TOTAL nurmber of cards in set (M)

Enter number of cards required for access (K

==Back | Create OCS!

a) Create a unique name for the card-set.
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b) Make sure:
o The card-set does not have a timeout

@ Decide on an appropriate value for N (the total number of cards in the
card-set).

In the event of loss or damage to all the cards in the card-set, the keys
will no longer be accessible, and therefore any data encrypted with the
keys may be lost. In choosing to protect the keys with cards it is important
to realize that access to the keys (and therefore data encrypted by the
keys) is dependant on presenting the card-set to the system.

Do not enter 1 for the value N — this will mean that only one card is
created, and if it is lost, all keys and data protected by the card-set will be
lost.

Note: As long as one functioning card in a card-set remains it will be
possible to generate additional cards in the KeySafe software in the
future.

+ K, the total number of cards required for access is 1
+  For the rest of the settings follow the screenshot above.
3. FIPS140-1 level 3 authorization

If the security world has been initialized in FIPS140-1 level 3 mode, additional
authentication must be presented in order to validate the creation of a new
operator card-set.

Present an administrator card to authorize the operation.

=]
©CIPHER
Intraduction Keysafe
Keys
— Load FIPS Authorization
Modules Your security world implements a FIPS 140 level [l security policy
Exit You must therefore provide FIPS autharization for the selected madule hefore the requested aperation can he

perfarmed. After FIPS authorization has been ohbtained, you must reselect the originally requested operation.

M, cond Flease insert either an Cperator Card or an Administrator Card. Only 1 card is required
[ Qe Zecurity VWiorld

Admin
Administrator Card inserted - click the OK button ta continue

Ahandon |
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For each card in the card-set you will be asked to insert a blank card:

4. Create each individual card in the card-set.

=13l =l
M) CIPHER
Irtroduction Keysafe
Keys
p— Create Operator Card Set
Modules You are now creating an Operator Card Set.
Exit These cards provide you with a backup and restoration mechanism. Yaou should keep your Operator Cards ina
safe place in order to prevent unauthorized access to your secrets
M ccog Flease inser card 1 of 2 that you want 1o write into module 1, card slot 0
& Security VWorld
il
Elank
Blank card inserted - click the Ok button to continue.
Ok | Crverwrite Carcl
5. The Set Card Protection Pass Phrase page is displayed.
_|ol x|

®CIPHER

Irtraduction: Keysafe
Heys
P— Set Card Protection Pass Phrase
Modules Each smart card may optionally be protected by a single, independent pass phrase that will be required each

time the card is used

Exit

Do you wart to set & pass phrase?  ves ¥ pg

B oo
-G Security VWorld
i i Enter pazs phraze: I

Erter pass phrase again I

Ok | Abandon

For each card in the card-set you will be asked to enter a PIN if required. If you
have decided that the card-set is to be PIN protected select Yes to set a pass
phrase, and enter the pass phrase.

If the security world is FIPS140-2 level 3 protected, it is advisable to set a PIN on
the operator card-set, as this will enable the HSM to be FIPS authorized to enable
key generation and key import.
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Note: It is strongly recommended that you do not create a card-set where some
cards require a pass phrase, and others do not.

6. Repeat the previous two steps for each card in the card-set.

3.3.2 Use KeySafe to generate the Keyserver database key

If the HSM is not initialized in FIPS140-1 level 3 mode and the ‘softcard’ option or
'operator cardset with PIN' option is not being used, the GenMaster program will
automatically generate the database key. In this case go to section 3.3.3, Run
GenMaster to initialize the Keyserver database key.

If the HSM is initialized in FIPS140-1 level 3, it will require user authentication to the
HSM before generating the database key. If this requirement is not met (either by using
'softcard’ or 'operator cardset with PIN'), you must either use the KeySafe program to
generate the Keyserver database key within Keysafe, or perform a FIPS authorization
on the HSM before running GenMaster as described in section 3.4, FIPS 140-2 level 3
authorization for generating or importing keys.

1.  Run KeySafe program.
a) Highlight the module in the tree view, and click Keys on the left hand side.

b) Inthe main window, click Generate Key.

=101x|

KeySafe (_Ng

Keys

Key Operations

Cards

The buttons on this panel enable you to create new keys for a wide range of applications, o list details of

Modul
oouee existing keys, orto importan external application key.

Exit
You can discard an existing key by clicking the List Keys button below, highlighting the appropriate entry, and
then clicking the Discard Key button.

L.

O Security World Befara you can use a madule to generate keys, you must have either
=l ocuie: #1

- initialized a security world using the module
- reprogrammed the module with an existing security world

Use the options in the Module Operations panel to either initialize a security world or reprogram a module. Click
the Maodules menu button an the sidebar in arder to go to the Module Operations panel

| creste a new application key

List Keys list all keys inthe current security world

Import Key import an application key from an outside source

2. The Generate Key page is displayed.
Select PKCS#11 in the list, and click Next.
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: =101x|
KeySafe (:Ng

Keys
— Generate Key
Modules KeySafe can generate keys for a number of different applications
Exit Each key can be generated in a variety of forms, depending an your input during the key generation process, and

you can choose to protect a key with module-based security or with an Operator Card Set.

edid In order to begin the key generation process, select an application from the list below with which you want to use

[ Security World your key, and then click the Mext button
G ]|

iCrypto Hardweare Interface Library (CHIL) spplications
ldert-in-RSA: OpenSSL (new style) & “non-KM' CHIL
DpenSSLISSLeay (old style)

Microsatt IS version 5 or 4

Metscape Enterprise Server 3556

I=EE code signing
ISEE code confidentiality

nCipher native
iCustor external application

==Back | Mext==

3. The Key Generation Parameters page is displayed.
0 KeySafe [=T= [

File Manage Help

m,— KeySafe
Il World
1 Card sets Key Generation Parameters
| Softeards PKCS#11
Keys . .
Use this panel to provide the appropriate details for your key
When all the relevant fields have been completed, the Generate Key button will be enabled
M VMS2012R24P01
+on EET IR Protected by : module
b4 Outside Security World Key recovery : yes
Key type : AES ~
Key size : 256
Public exponent for RSA key (hex) :
Key name : cardDatabaseey|
Blob in NVRAM (needs ACS) : CiYes @ Mo

a) Setthe Key type as AES, and the Key size as 256.

Note: If you are running a MyID installation older than MyID 10.4, select
Triple-DES.

b) In Protected by:
s If the key is to be protected by the module, select Module.

o If the key is to be card-set protected, select Smart card and insert a card
from the card-set into the HSM card-reader.

c) Enter a unique key name in the Key name box and make a note of it, as you
will need to enter it into the GenMaster application later.

If multiple keys of the same name exist, GenMaster will report an error, since
it is not possible to unambiguously identify the key.

d) Click Generate Key to proceed.
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4. FIPS 140-2 level 3 authorization.

If the security world has been initialized in FIPS 140-2 level 3 mode, additional
authentication may be required in order to validate the creation of a new operator
key. Follow the on screen instructions in this case. Note that after FIPS
authorization has been granted, you must click on the Generate Key button again
to generate the key.

Run GenMaster to initialize the Keyserver database key

As part of the MyID installation procedure, the GenMaster application is run to initialize
the Keyserver database key. See the Installation and Configuration Guide for details.

Note: By default, you cannot use GenMaster to save the PIN for a nCipher nShield
HSM. If you want to store this PIN encrypted in the registry for the MylID COM+ user,
you can use the SetHSMPIN utility. See the Setting the HSM PIN section in the
Installation and Configuration Guide for details.

FIPS 140-2 level 3 authorization for generating or importing
keys

If your security world is initialized in FIPS 140-2 level 3 mode, the HSM must be FIPS

authorized before being able to generate or import a key. This includes key generation
by GenMaster, and key generation or key ceremony import from MyID workflows such
as Manage GlobalPlatform Keys or Key Manager.

The HSM is FIPS authorized when a PIN is supplied to it. If your security world is
already PIN protected (for example, operator card with PIN), then it will already be FIPS
authorized and this step will not be necessary. Otherwise, before performing the
operation in MyID that would perform the key generation or key import, you can
manually FIPS authorize the HSM as follows:

1.  Run the KeySafe program.
2. Highlight the module in the tree view, then click Keys on the left hand side.
3. Inthe main window, click Generate Key.

The Generate Key page is displayed.

Select PKCS#11 in the list, and click Next.

Set the following options:

+  Protected By — set to module.

+ Key type — set to AES.

+ Key size — set to 256.

+  You must also provide a unique key name; for example:
testFIPSauth

By generating a test key through KeySafe, KeySafe will prompt for a card and PIN
to be entered if it has not already been FIPS authorized.

KeySafe displays a message that says:

FIPS authorization successfully loaded
Afterwards, you can delete the test key using KeySafe to keep the system tidy.

MyID can now perform key generation or key import.
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6. Inthe event of the HSM being restarted, FIPS authorization will be lost, and this
procedure can be repeated if necessary. Note that in MyID under normal
circumstances, keys are only generated or imported as part of occasional setup
steps, so there is no need to repeat this procedure in day to day running of the
system.

Backup considerations

The cryptographic keys stored in the HSM are business critical data. If these keys are
lost (for example, due to hardware failure) MyID will be unable to operate correctly and
will lose the ability to manage issued devices.

You must create a backup strategy to protect the data in the HSM. If you generate any
additional keys or import any additional keys, you must make sure your backup is up-to-
date.

After setting up the nShield security world, smart cards containing the security world key
are created. You must ensure that enough smart cards are created to account for
possible hardware failure of nShield security world smartcards. If PINs are used to
protect these smart cards, the PINs must not be lost or forgotten. In the event of the
loss of the nShield smart cards or PINs, it will not be possible to recover the nShield
security world to a new HSM. In the event of a hardware failure this would render the
cryptographic keys unrecoverable.

nShield HSM stores keys on the MyID application server (and nShield Remote File
System if configured) as encrypted files in the kmdata directory. You must back up this
directory; to recover the keys, both the nShield security world smartcards and kmdata
directory are required.
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